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Xac Thuc

Tat ca cac endpoint (ngoai trtr va
yéu cau xac thuc JWT

Pua token vao header yéu cau:

Token hét han trong 7 ngay

Phan hoi xac thure thanh cong bao gdm ddi tuong

Giéi Han Téc Do

va



e Gi&i han toan cuc: 500 yéu cdu moi phut
e Theo IP: Ap dung cho t4t ca cac route
e Header phan hoi: ,

Phan Hoi Loi

{
"error": "Théng bdo 16i",
"statusCode": 400

}

Phan Trang

Gi¢’i han mac dinh: 50 muc

Gi&i han t6i da: 100 muc

Tham so: , ,

Phan hdi bao géom: , , :

1. Xac Thuc

1.1 Kiém Tra Trang Thai Thiét Lap

GET
Kiém tra xem cé can thiét 1ap ban dau hay khong.
Phan héi:
{
"setupRequired": true,

"organizationCount": 0

}




1.2 Thiét Lap Ban Pau

POST

Tao té chirc va tai khodn ngudi ding chii sé hiru. Chi kha dung khi hé théng khong co

td chirc nao.

Than Yéu Cau:

{
"orgName": "Cong Ty Acme",
“fullName": "Nguyé&n Van A",
"email": "a@acme.com",
"password": "MatKhauAnl123"
b

Phan héi:

{
"token": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVvCJ9...",
"user": {
"id": "user-123",
"email": "a@acme.com",
"fullName": "Nguyén Van A",
"role": "owner",
"orgId": "org-123"
b
¥

Ma Trang Thai: 201, 400, 409 (néu thiét Iap da hoan tat)

1.3 BDang Nhap

POST
Xac thyre nguoi dung va nhan token JWT.

Than Yéu Cau:

{

"email": "a@acme.com",



"password": "MatKhauAnl123"
b

Phan héi:

{
"token": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVvCJ]9...",
"user": {
"id": "user-123",
"email": "a@acme.com",
"fullName": "Nguyén Van A",
"role": "admin",
"orgId": "org-123"
b
b

Ma Trang Thai: 200, 401 (thdng tin dang nhap khoéng hop 16)

1.4 Lay H6 So’ Hién Tai

GET
Lay ho so cla nguoi dung dugc xac thuc.

Header:

Authorization: Bearer <token>

Phan héi:

{
"id": "user-123",
"email": "a@acme.com",
“fullName": "Nguyén Van A",
"role": "admin",
"orgId": "org-123",
"department": "Ban Hang",

"avatar": "https://...",
"createdAt": "2026-01-15T10:30:00Z",
"lastLogin": "2026-06-05T14:22:00Z"



Ma Trang Thai: 200, 401

2. Thiét Lap Ban Pau

2.1 Tao T6 Chirc

POST
Tao t chirc mai.

Than Yéu Cau:

"name": "Cong Ty Marketing",
"industry": "Marketing",
"website": "https://agency.com",
"phone'": "+84.9.xxXXX.xxXxXX",
"address": "123 Main St"

Phan héi: 201

{
Ilidll: Ilorg_456ll'
"name": "Cb6bng Ty Marketing",
"createdAt": "2026-06-05T17:30:00Z"
¥

3. Quan Ly Tai Khoan Zalo

3.1 Liét Ké Tai Khoan Zalo

GET

Liét ké tat ca cac tai khoan Zalo dugc két ndi vai trang thai trurc tiép.



Tham S6 Truy Van:

. - Loc theo trang thai: ,
. - Loc theo chl s& hiru tai khoan
o - Tim kiém theo t&n hién thj hodc s6 dién thoai

Phan héi:

"id": "acc-001",
"zaloUid": "1234567890",
"displayName": "Zalo Chinh Thic",
"avatarUrl": "https://...",
"phone": "+84.9.xxXXX.xXxXxXX",
"status": "connected",
"liveStatus": {
"state": "connected",
""connectedAt": "2026-06-05T10:00:00Z",
"lastHeartbeat": "2026-06-05T17:30:00Z"
I
"ownerUserId": "user-123",
"owner": {
"id": "user-123",
"fullName": "Nguyén Van A",
"email": "a@acme.com"
I
"hasProxy": false,
"lastConnectedAt": "2026-06-05T10:00:00Z7",
"createdAt": '"2026-01-15T10:30:00Z"

3.2 Tao Tai Khoan Zalo

POST
Tao ban ghi tai khoan mdai (truére khi dang nhap QR).

Than Yéu Cau:



{
"displayName": "Tai Khoan Kinh Doanh Cla Toi",
"proxyUrl": null

b

Phan héi: 201

"id": "acc-002",

"displayName": "Tai Khoan Kinh Doanh Cla To6i",
"status": "qr_pending",

"createdAt": "2026-06-05T17:30:00Z"

3.3 Bat bau Bang Nhap QR

POST
B&t dau qua trinh dang nhap ma QR. QR duoc giri qua Socket.|O.
Phong Socket:
Phan hoi:
{ . s
"message": "DPa bat dau dang nhap QR — dang ky phong socket account:acc-

oo1"
b

3.4 Két Noi Lai Bat Budc

POST
Két ndi lai bang dir liéu phién duoc luu.

Phan hoi:



{
"message": "Da bat dau két ndi lai"

¥

3.5 X6a/Luu Trir Tai Khoan

DELETE
Luu trr tai khoan (xdéa mém). Str dung dé xda dir lisu phién.
Tham Sé Truy Van:

. - Boolean. N&u true, xda sessionData va zaloUid dé két ndi lai mai

Phan héi: 204 Khong Co Noi Dung

3.6 Lay Trang Thai Tai Khoan

GET

L4y trang thai thoi gian thure clia tai khoan cu thé.

Phan hoi:
{
"accountId": "acc-001",
"liveStatus": {
"state": "connected",

"connectedAt": "2026-06-05T10:00:00Z",
"lastHeartbeat": "2026-06-05T17:30:00Z"
}
b

3.7 Cap Nhat Proxy

PUT



Cap nhat cau hinh proxy cho tai khoan.

Than Yéu Cau:

{
"proxyUrl": "http://user:pass@proxy.com:8080"

b

Phan hoi:

{
"message": "Proxy da duoc cap nhat",
"hasProxy'": true

b

4. Chat & Tin Nhan

4.1 Lay S6 Luo'ng Cudc Tro Chuyén

GET
Lay s luong cudc tro chuyén chura doc va chua tra 1.

Phan hoi:

"total": 150,
"unread": 25,
"unreplied": 12,
"archived": 8

4.2 Liét Ké Cubc Tro Chuyén

GET



Liét ké cac cudc tro chuyén/ludng véi phan trang.

Tham Sé Truy Van:

. - S0 trang (Méac dinh: 1)
. - Muc trén mdi trang (mé&c dinh: 50, t&i da: 100)
o - Loc: : ,
o - Loc: ,
. - Tim kiém theo tén lién hé
. - Trudng sap x&p: ,
)
. - Huéng sép x&p: :

Phan héi:

{
"data": [
{
"id": "conv-001",
"contactId": "contact-123",

"contactName": "Nguyé&n Van A",
"contactAvatar": "https://...",
"type": "user",
"zaloAccountId": "acc-001",

"messageCount": 45,
"unreadCount": 3,
"lastMessage": {
"id": "msg-999",
"content": "Xin chao!",
"contentType": "text",
"senderName": "Nguyé&n Van A",
"sentAt": "2026-06-05T17:20:00Z"
}
"status": "active",
"createdAt": "2026-03-10T08:00:00Z",
"lastActivityAt": '"2026-06-05T17:20:00Z"
b
1,
"pagination": {
"total": 150,
"page": 1,
"limit": 50,
"pages": 3
b
b

(mac dinh:




4.3 Lay Chi Tiét Cudéc Tro Chuyén

GET
L&y cudc trd chuyén ddy di vai cac tin nhan.
Tham Sé Truy Van:

. - Trang tin nhan (mé&c dinh: 1)
. - Tin nhan mai trang (mac dinh: 30)

Phan héi:

{
"conversation": {
"id": "conv-001",
"contactId": "contact-123",
"contactName": "Nguyé&n Van A",
"type'": "user",
"zaloAccountId": "acc-001",
"status": "active",
"createdAt": '2026-03-10T08:00:00Z"
}'
"messages": [
{
"id": "msg-001",
""conversationId": "conv-001",
"content": "Ban khoe khéng?",
"contentType": "text",
"senderUid": "1234567890",
"senderName": "Nguyén Van A",
"isFromZalo": true,
"isRead": true,
"isReplied": true,
"sentAt": "2026-06-05T10:00:00Z"
¥
1,
"pagination": {
"total": 45,
"page': 1,
"limit": 30
}
}

4.4 Guri Tin Nhan



POST
GUi tin nhan dén cudc trd chuyén.

Than Yéu Cau:

{
"content": "Cadm on vi da 1ién hé!",
"contentType": "text",
"attachments": []

¥

Phan héi: 201

{
"id": "msg-1000",
"conversationId": "conv-001",
"content": "Cam on vi da lién hé!",
"contentType": "text",
"senderName": "Nguyén Van B",
"sentAt": "2026-06-05T17:35:00Z",
"status": "sent"

¥

4.5 Luu Trir Cuoc Tro Chuyén

POST
Luu trér cudce tro chuyén.
Phan hoi:

{

"message": "Cudc tro chuyén da duoc luu tri"

}

4.6 Tao Thu Muc Chat



POST
Tao thu muc dé td chirc cac cudce trd chuyén.

Than Yéu Cau:

{

"name": "Lead N6ng",
"color": "#FF5722"
b

Phan héi: 201

{
"id": "folder-001",
"name": "Lead No6ng",
"color": "#FF5722",
"conversationCount": 0,
"createdAt": "2026-06-05T17:35:00Z"
}

4.7 Liét Ké Cai bat Chat

GET
Liét k& cac mau tin nhan duoc luu.

Phan hoi:

{
"id": "preset-001",
"name": "Loi Chao",
"content": "Xin chao! Cam on vi d& lién hé véi ching téi U™,
"category": "greetings",

"createdAt": "2026-05-01T10:00:00Z"




4.8 Tai Lén Tép Pinh Kem

POST
Tai 1&n t&p/hinh anh/video dé guri.
Yéu Cau: Form-data véi trudng

Phan héi: 201

"id": "attach-001",

"filename'": "document.pdf",

"size": 1024000,

"contentType": "application/pdf",

"url": "https://api.zalocrm.com/attachments/attach-001",
"uploadedAt": "2026-06-05T17:35:00Z"

5. Lién Hé & CRM

5.1 Liét Ké Lién Hé
GET

Liét ké cac lién hé voi bo loc nang cao.

Tham S6 Truy Van:
. - S0 trang (Méac dinh: 1)
. - Muc mdi trang (mé&c dinh: 50)
. - Tim kiém theo tén, dién thoai, email
. - Loc theo nguon: , , YAV2
. - Loc theo trang thai (vi du: : :
. - Loc theo ID trang thai tuy chinh
. - Loc theo ngu¢i dung duoc gan
o - Loc theo loai cudc tro chuyén: ,

. - Loc theo két ndi Zalo: : :



/ - Loc theo pham vi diém s& chirng chi

) / - Loc theo pham vi ngay hoat déng
. - Trudng sap x&p: ,

o - hoac

Phan hoi:

{
"data": [
{
"id": "contact-001",
"name": "Nguyén Van A",
"email": "a@example.com",
"phone": "+84.9.xXXX.xxxx",
"source": "zalo",
"status": "lead",
"statusId": "status-001",
"assignedUserId": "user-123",
"avatar": "https://...",
"leadScore": 85,
"hasZalo": true,
“friends": [
{
"zaloUid": '"1234567890",
"displayName": "Nguyén Van A",
"accountId": "acc-001"
b
1,
"notes": "Quan tam dén géi premium",
"tags": ["lead-ndéng", "vip"l,
"lastActivity": "2026-06-05T16:45:00Z",
"createdAt": '"2026-03-10T08:00:00Z"
b
1,
"pagination": {
"total": 500,
"page": 1,
"limit": 50,
"pages": 10
b
b

5.2 Lay Chi Tiét Lien Hé

GET

Lay day du thong tin lién hé.



Phan héi:

{
"id": "contact-001",
"name": "Nguyé&n Van A",
"email": "a@example.com",
"phone": "+84.9.xxXX.xxxx",
"source": "zalo",
"status": "lead",
"statusId": "status-001",
"assignedUserId": "user-123",

"avatar": "https://...",
"leadScore": 85,
"hasZalo": true,
"friends": [

{
"zaloUid": "1234567890",
"displayName": "Nguyé&n Van A",
"accountId": "acc-001"
I
1,
"conversations": [
{
"id": "conv-001",
""zaloAccountId": "acc-001",
"messageCount": 45,
"lastMessageAt": "2026-06-05T16:45:00Z"
I
1,
"notes": [
{
"id": "note-001",
"content": "Quan tam dén géi premium",
"createdBy": "user-123",
"createdAt": "2026-06-01T10:00:00Z"
I

1,
Iltagsll: [Illead_néngll’ Ilvipll]’
"appointments": [

{
"id": "apt-001",
"title": "CuOc Goi Demo",
"scheduledAt": "2026-06-10T14:00:00Z",
"status'": "scheduled"
b
1,
"activities": [
{
"type": "message_received",
"timestamp": "2026-06-05T16:45:00Z",
"data": "Khach hang gki tin nhan"
I

1,
"createdAt": "2026-03-10T08:00:007",



"updatedAt": "2026-06-05T17:35:00Z"
by

5.3 Tao Lién Hé
POST
Tao lién hé maoi.

Than Yéu Cau:

{
"name": "Tran Thi B",
"email": '"b@example.com",
"phone": "+84.9.yyyy.yyyy",
"source": "facebook",
"status": "lead",
"statusId": "status-001",
"assignedUserId": "user-123",
"notes": "Pugc gidi thiéu bdi khach hang hién tai",
"tags": ["gi¢i-thiéu"]

¥

Phan héi: 201

{

"id": "contact-002",

“name": "Tran Thi B",

"email": "b@example.com",

"phone": "+84.9.yyyy.yyyy",

"source": "facebook",

"status": "lead",

"createdAt": "2026-06-05T17:35:00Z"
}

5.4 Cap Nhat Lién Hé

PUT

Cap nhat thdng tin lién hé.



Than Yéu Cau:

"name": "Tran Thi B",

"email": "b.tran@example.com",
"status": "customer",
"assignedUserId": "user-124",
"tags": ["vip", "gidi-thiéu"]

Phan héi: 200

{
"id": "contact-002",
“name": "Tran Thi B",
"email": "b.tran@example.com",
"status": "customer",
"updatedAt": '"2026-06-05T17:40:00Z"
¥

5.5 Xoa Lién Hé
DELETE
Xda lién hé.

Phan héi: 204 Khong Co Noi Dung

5.6 Lay Ban Beé Lién Hé

GET
L&y két ndi ban beé Zalo cho lién hé.
Phan hoi:
[
{

"id": "friend-001",
"zaloUid": "1234567890",



"displayName": "Nguyé&n Van A",
"accountId": "acc-001",
"relationshipKind": "friend",
"addedAt": "2026-03-10T08:00:00Z"

5.7 Tao Cudc Hen

POST
Lén lich hen v&i lién hé.

Than Yéu Cau:

"contactId": "contact-001",

"title": "Demo San Pham",

"description": "Giéi thiéu cac tinh nang premium",
"scheduledAt": "2026-06-10T14:00:00Z",

"duration": 60,

"type": "meeting",

"location": "Cudc Goi Video",

"assignedUserId": "user-123"

Phan héi: 201

"id": "apt-001",

"contactId": "contact-001",

"title": "Demo San Pham",
"scheduledAt": "2026-06-10T14:00:00Z",
"status": '"scheduled",

"createdAt": '"2026-06-05T17:35:00Z"

5.8 Liét Ké Cudc Hen

GET



Liét ké tat ca cac cudc hen.

Tham Sé Truy Van:

. - 86 trang

. - Muyc mdi trang

o - Loc: , ,
o - Loc theo lién hé

. / - Pham vi ngay

Phan héi:

{
"data": [
{
"id": "apt-001",
"contactId": "contact-001",
"contactName": "Nguyén Van A",
"title": "Demo San Pham",
"scheduledAt": "2026-06-10T14:00:00Z",
"status": "scheduled",
"createdAt": '"2026-06-05T17:35:00Z"
}
1,
"pagination": { "total": 25, "page": 1, "limit": 50 }
}

5.9 Thém Ghi Chu cho Lién Hé

POST
Thém ghi chu/binh luéan cho lién hé.

Than Yéu Cau:

{
"content": "Khach hang quan tam dén géi hang nam. Theo déi vao tuan téi."

by

Phan héi: 201



"id": "note-002",

"contactId": "contact-001",

"content": "Khach hang quan tam dén géi hang nam...",
"createdBy": "user-123",

"createdAt": "2026-06-05T17:35:00Z"

6. T Pong Hoa & Marketing

6.1 Liét Ké Quy Tac Tu Pong Héa

GET
Liét ké cac quy trinh tyr dong hoa.

Tham S6 Truy Van:

. - SO trang
. - Muc mdi trang
o - Loc: : ,
. - Loc theo loai quy tac
Phan hoi
{
"data": [
{
"id": "rule-001",
"name": "Chao Ming Lead M&i",
"description": "G&i tin nhan chao mirng cho lead méi",
"type": "sequence",
"trigger": {
"type'": "contact_created",
"conditions": [{ "field": "source", "operator": "equals", "value":
||Za'LO|| }]
}.
"actions": [
{
"type": "send_message",
"template": "welcome_message"

by
1,



"status": "active",
"createdAt": '"2026-05-01T10:00:00Z"
I
]’
"pagination": { "total": 12, "page": 1, "limit": 50 }
¥

6.2 Tao Quy Tac Tu Pong Hoéa

POST
Tao quy trinh tu ddng hdéa mai.

Than Yéu Cau:

{
"name": "Canh Bdo Lead Gid Tri Cao",
"description'": "Thong bdo cho d6i khi lead c6 gid tri cao duoc tao",
"type": "sequence",
"trigger": {
"type'": "contact_created",
"conditions": [
{ "field": "leadScore", "operator": "gte", "value": 80 }
]
I
"actions": [
{
"type": "send_notification",
"template": "high_value_alert"
}
{
"type': "assign_user",
"userId": "user-125"
I
]
¥

Phan héi: 201

"id": "rule-002",
"name": "Canh Bdo Lead Gid Tri Cao",
"status": "draft",
"createdAt": '"2026-06-05T17:35:00Z"



6.3 Liét Ké Mau Tin Nhan

GET

Liét k& cac mau tin nhan da luu.

Phan hoi:
[
{

"id": "tpl-001",
"name": "Tin Nhan Chao Ming",
"content": "Xin chao {{contactName}}, chao mirng dén dich vu cia chiing

toit!",
"category": "greeting",

"variables": ["contactName"],
"createdAt": '"2026-05-01T10:00:00Z"
}
]

6.4 Tao Mau Tin Nhan

POST
Tao mau tin nhadn mai vai cac bién.

Than Yéu Cau:

{

"name": "Uu bai bac Biét",

"content": "Xin chao {{contactName}}, ching t6i c6 wu dai dac biét cho
ban: {{offerDetails}}",

"category": "offer",

"variables": ["contactName", "offerDetails"]
}

Phan héi: 201

{
Ilidll: Iltpl_ggzll'



"name": "Uu bai bac Biét",
"createdAt": "2026-06-05T17:35:00Z7"
}

6.5 Liét Ké Danh Sach Khach Hang

GET
Liét ké cac phan doan khan gia.

Phan hoi:

{
"id": "list-001",
"name": "Lead Nong - Thang 6",
"description": "Lead cé diém > 80",
"contactCount": 150,
"status": "active",
"createdAt": '2026-06-01T10:00:00Z"
}

6.6 Tao Danh Sach Khach Hang

POST
Tao khan gia/phan doan mai.

Than Yéu Cau:

{
"name": "Khach Hang VIP",
"description": "Khach hang cé lich s& mua hang > 5000 USD",
"criteria": {
"filters": [
{ "field": "status", "operator": "equals", "value": "customer" },
{ "field": "leadScore", "operator": "gte", "value": 85 }
]
}

by



Phan héi: 201

"id": "list-002",

"name": "Khach Hang VIP",

"status": "draft",

"createdAt": '"2026-06-05T17:35:00Z"

6.7 Liét Ké Chién Dich

GET
Liét ké cac chién dich marketing.

Phan héi:

{
"id": "campaign-001",
“name": "Khuyén M&i Mua He",
"type": "email",
"status": "active",

"contactCount": 500,

"sentCount": 350,

"openRate": 0.42,

"createdAt": '"2026-06-01T10:00:00Z"

6.8 Tao Chién Dich

POST
Tao chién dich marketing mai.

Than Yéu Cau:

{

"name": "Chién Dich B&n Hang Théng 7",



"description": "Thong bdo ban hang thang 7 cho t&t cd khach hang",
"type": "broadcast",
"listId": "list-001",
"templateId": "tpl-001",
""'schedule": "2026-07-01T08:00:00Z2",
"variables": {
"discount": "30%"
}
b

Phan héi: 201

"id": "campaign-002",

"name": "Chién Dich B&n Hang Théng 7",
"status": "draft",

"createdAt": '"2026-06-05T17:35:00Z"

7. Phan Tich & Bao Cao

7.1 Lay Ph Chuyén Doi

GET
Ly s lisu ph chuyén dbi.

Tham Sé Truy Van:

. - Ngay bat dau
. - Ngay két thuc
o - Nhém theo: , ,
Phan hoi
{
"period": {

"from": "2026-06-01T00:00:00Z",
"to": "2026-06-05T23:59:59Z7"

I

"stages": [

{



"name": "Lead",
""count": 500,
"percentage'": 100

}

{
"name'": "Pa Xac Thuc",
"count": 350,
"percentage': 70

}

{
"name": "DPé Xuét",
"count": 100,
"percentage": 20

}

{
"name": "Khach Hang",
"count": 35,
"percentage": 7

I

1,
""conversionRate": 0.07

by

7.2 Lay Hiéu Suat Doi

GET

LAy s6 liéu va thong ké doi.

Tham S6 Truy Van:
. - Ngay bat dau
. - Ngay két thuc
. - Loc theo phong ban (tuy chon)
Phan hoi
{
"period": { "from": '"2026-06-01", "to": "2026-06-05" },
"team": [
{
"userId": "user-123",
"name": "Nguyé&n Van A",

"contactsAssigned": 45,
"messagesReplied": 120,
"averageResponseTime": 3.5,
""conversionRate": 0.11,
"revenueGenerated": 12500



}

1,

"teamTotal": {
"contactsAssigned": 450,
"messagesReplied": 1200,
"conversionRate": 0.08,
"revenueGenerated": 95000

by

7.3 Lay Phan Tich Th&i Gian Phan Hoi

GET
L4y s6 liéu thoi gian phan hoi.

Phan héi:

"averageFirstResponseTime": 4.2,
"averageResolutionTime": 24.5,
"medianResponseTime": 3.1,
"percentile95": 15.2,
"percentile99": 45.0,
"onTimeRate": 0.87

7.4 Tao Bao Cao Tuy Chinh

POST
Tao béo cao phan tich tuy chinh.

Than Yéu Cau:

"name": "B&o Cao Ban Hang Q2",

"metrics": ["revenue", "lead_count", "conversion_rate"],
"dimensions": ["source", "assignedUser"],

"dateFrom": "2026-04-01T00:00:00Z",

"dateTo": "2026-06-30T23:59:597",

"filters": [



{ "field": "status", "operator": "equals", "value": "customer" }
]
}

Phan héi: 201

{

"id": "report-001",

"name": "Bdo Cao Ban Hang Q2",

"status": "generating",

"createdAt": '"2026-06-05T17:35:00Z7",

"downloadUr1l": "https://api.zalocrm.com/reports/report-001"
b

8. Poi & T6é Chirc

8.1 Liét Ké Ngu i Dung
GET
Liét ké nguroi dung té chire.

Tham S6 Truy Van:

. - SO trang

. - Muyc mdi trang

. - Loc theo vai tro

. - Loc theo phong ban
o - Loc: ,

Phan héi:

{
"data": [
{
"id": "user-123",
"email": "a@acme.com",
"fullName": "Nguyén Van A",
"role": "admin",
"department": '"Ban Hang",

"phone": "+84.9.xXXX.xxxx",



"avatar": "https://...",
"status": "active",
"createdAt": "2026-01-15T10:30:00Z7",
"lastLogin": '"2026-06-05T14:22:00Z"
b
1,
"pagination": { "total": 15, "page": 1, "limit": 50 }
¥

8.2 Tao Ngu¢'i Dung

POST
Tao thanh vién doi mai.

Than Yéu Cau:

"email": "jane@acme.com",
"fullName": "Jane Smith",
"role": "agent",
"department": "HO6 Tro",

Ilphonell: II+84.9.yyyy.yyyyll
Phan héi: 201

"id": "user-126",

"email": "jane@acme.com",
"fullName": "Jane Smith",

"role": "agent",

"createdAt": '"2026-06-05T17:35:00Z2",
"invitationSent": true

8.3 Cap Nhat Ngu¢'i Dung

PUT

Céap nhat théng tin ngu i dung.



Than Yéu Cau:

{
"fullName'": "Jane Smith",
"role": "team_lead",
"department": "Ban Hang"
¥

Phan héi: 200

8.4 X0a Ngu¢'i Dung
DELETE
V& hiéu hda nguoi dung.

Phan hoéi: 204 Khong Co Noi Dung

8.5 Liét Ké Déi
GET

Ligt ké cac doi trong td chure.

Phan hoi:

"id": "team-001",

"name": "DP6i Ban Hang",

"description": "POi ban hang truc tiép",
"memberCount": 5,

"createdAt": "2026-01-15T10:30:00Z"

8.6 Tao Doi



POST
Tao dbéi moi.

Than Yéu Cau:

{
""name": "Ban Hang Doanh Nghiép",
"description": "DPO0i ban hang cho khach hang doanh nghiép",
"memberIds": ["user-123", "user-124"]

b

Phan héi: 201

9. Kiém Soat Truy Cap Duwa Trén Vai Tro

9.1 Liét Ké Phong Ban

GET
List k& cac phong ban td chirc.

Phan héi:

"id": "dept-001",

"name": "Ban Hang",

"description": "Phong ban hang",
"memberCount": 8,

"createdAt": "2026-01-15T10:30:00Z"

9.2 Tao Phong Ban

POST



Tao phong ban mai.

Than Yéu Cau:

{
"name": "Marketing",
"description'": "Phong marketing va chién dich"

¥

Phan héi: 201

10. Tim Kiém

10.1 Tim Kiém Toan Cuc

GET
Thure hién tim kiém toan van ban trén céc lién hé, tin nhan, ghi chu.
Tham S6 Truy Van:

e ( - Truy van tim kiém (bat budc)
. - Loc loai: , , (tty chon)
. - Gidi han két qua (méc dinh: 20)

Phan héi:

{
"results": [

{
"id": "contact-001",
"type": "contact",
"title": "Nguyén Van A",
"subtitle": "a@example.com",
"url": "/contacts/contact-001"

+

{
"id": "msg-001",
"type": "message",
"title": "Xin chao tir Nguyén Van A",
"subtitle": "trong cudc tro chuyén véi Zalo Chinh Thic",

"timestamp": '"2026-06-05T16:45:00Z"



11. Cham DPiém & Quan Ly Lead

11.1 Lay Cau Hinh Cham Diém

GET
L&y cai dat cham diém lead.

Phan hoi:

"orgId": "org-123",
"scoringModel": "weighted",
"baseScore": 0,
"maxScore": 100,
"rules": [
{
"id": "rule-001",
"name": "Tham Gia Tin Nhén",
"weight": 0.3,
"factor": 5
I
1,
"decayRate": 0.01,
"decayInterval": "daily"

¥

11.2 Liét Ké Quy Tac Cham Diém

GET
Ligt ké tat ca cac quy tAc cham diém.

Phan héi:



"id": "rule-001",

"name": "Tin Nhan Nhan Duoc",
"condition": "message_received",
"points": 5,

"weight": 0.3,

"createdAt": "2026-05-01T10:00:00Z"

11.3 Lay Diém Lién Hé

GET
L&y phan tich diém chi tiét cho lién hé.

Phan hoi:

{
"contactId": "contact-001",
"totalScore": 85,
"breakdown": [
{
"ruleName": "Tham Gia Tin Nhén",
"points": 35,
"weight": 0.3
H
{
"ruleName": "Tham Dy Cubdc Hen",
"points": 25,
"weight": 0.25
}
1,
"lastUpdated": '"2026-06-05T17:30:00Z"
¥

12. Su Tham Gia

12.1 Lay Ban D6 Nhiét Tham Gia



GET
Lay ban do nhiét tham gia clia doi.
Tham Sé Truy Van:

. - Ngay bat dau
. - Ngay két thuc

Phan héi:

{
"heatmap": |
[0, 1, 2, 1, 3, 2, 1],
[5, 6, 7, 8, 9, 10, 51,
[15, 16, 17, 18, 19, 20, 15]
1,
"metadata": {
"rows": ["00:00-08:00", "08:00-16:00", "16:00-24:00"],
"columns": ["Th& 2", “Th¢ 3", "Tha 4", "Th& 5", "Th& 6", "Thd 7", "Chu
Nhat"]
}
¥

N\ =

13. Hoat Pong & Dong Thea'i Gian

13.1 Lay Dong Thé&'i Gian Hoat Pong

GET
L&y dong thoi gian hoat déng té chire.

Tham Sé Truy Van:

. - S6 hoat ddng (méc dinh: 50)
. - Phan bu phan trang
o - Loc theo loai hoat déng

Phan héi:



"activities": [
{
"id": "activity-001",
"type'": "contact_created",
"actor": {
"id": "user-123",
"name": "Nguyé&n Van A"
I
"resource": {
"type": "contact",
"id": "contact-001",
"title": "Nguyén Van A"
I
"description": "Tao lién hé méi",
"timestamp": "2026-06-05T17:35:00Z"
+

1,
"pagination": { "total": 1500, "limit": 50, "offset": 0 }

14. Thong Bao

14.1 Liét Ké Thong Bao

GET
Lay thong bao ngudi dung.

Tham S6 Truy Van:

. - SO trang
. - Muc mdi trang
o - Chi hién thj chua doc (mac dinh: false)

Phan héi:

{
"data": [
{
"id": "notif-001",
"type": "high_value_lead",
"title": "Lead Gia Tri Cao buoc Tao",
"message": "Nguyé&n Van A - Diém: 95",



"resourcelId": "contact-001",
"read": false,
"createdAt": '"2026-06-05T17:35:00Z"
}
]I
"unreadCount": 5

¥

14.2 Danh Dau Théng Bao La Pa Poc

POST
Danh dau thong béo la da doc.

Phan héi: 200

{

"message": "Thdéng bao duoc danh ddu 1a d& doc"

¥

15. Tich Hop

15.1 Liét Ké Tich Hop

GET
Liét ké cac tich hop cé san.

Phan hoi:

"id": "int-001",
"type": "facebook",

"name": "Quang Cédo Lead Facebook",
"status": "connected",
"config": {

"pageId": "123456789",
"formCount": 3



+
"lastSync": "2026-06-05T17:30:00Z"
}
]

15.2 Facebook - Lay Trang

GET

Liét ké cac trang Facebook duoc két ndi.

Phan héi:

"id": "page-001",
"name": "Acme Business",
"followers": 5000,
"connected": true,
"formCount": 2

15.3 Facebook - Péong B Lead

POST

Bong bo lead Facebook theo cach thi cong.

Than Yéu Cau:

{
"pageld": '"page-001",
"formId": "form-001"
¥

Phan héi: 202



{
"syncId": "sync-001",
"status": "processing",
"estimatedCount": 50

by

16. Al & Tro’ Ly

16.1 Tao Ban Nhap Phan Hoi

POST

Tao phan hdi do Al hd tro cho tin nhan.

Than Yéu Cau:

{

"conversationId": "conv-001",
"messageId": "msg-001",
"tone": "professional"

¥
Phan héi:

{

"draft": "Cam on ban d& hdi! Ching toi rdt vui duoc giup ban véi...",
"confidence": 0.87

¥

16.2 Tao Tom Tat

POST

Tao tom tat Al cho cudc trd chuyén.

Than Yéu Cau:



{

"conversationId": "conv-001"

¥

Phan héi:

{
"summary": "Khach hang hdi vé gia gdéi premium. Quan tam dén so sanh tinh
nang voi cac déi thd canh tranh.",
"keyPoints": [
"Quan tam dén géi premium",
“"Mubn so sanh tinh nang",
"Ngan sach khoang 500 USD/thang"
]
¥

16.3 Phan Tich Cam Xuc

POST

Phan tich cam xuc cla tin nhan/cudc trd chuyén.

Than Yéu Cau:

{

"text": "T6i thuc su hai long véi dich vu cla ban! P6i hd tro rdt tuyét
voi."

by
Phan héi:

{
"sentiment": "positive",
"score": 0.92,
"emotions": ["happy", "satisfied"]

¥




17. Thu'o'ng Hiéu

17.1 Lay Cai bat Thuo'ng Hiéu

GET
L&y cdu hinh thuong hiéu té chire.

Phan hoi:

"logo": "https://...",
"faviconUrl": "https://...",
"primaryColor": "#1976D2",
"secondaryColor": "#FFC107",
""companyName": "Acme Corporation"

17.2 Cap Nhat Thu'o'ng Hiéu

PUT
Cap nhat cai dat thuong hiéu.

Than Yéu Cau:
{
"primaryColor": "#FF5722",

""'secondaryColor": "#2196F3"
b

Phan héi: 200

18. Bao Mat & Quyén Riéng Tw



18.1 DBat PIN Quyén Riéng Tw

POST
Pat PIN quyén riéng tu dé truy cap di lisu nhay cam.

Than Yéu Cau:

{
"pin": "123456"
¥
Phan héi:
{ Y
"message": "PIN quyén riéng tu duoc dat thanh cong"
b

18.2 Xac Minh PIN Quyén Riéng Tu

POST
Xac minh PIN quyén riéng tu trirdre khi truy cép dir liéu nhay cam.

Than Yéu Cau:

{
"pin": "123456"
by

Phan héi:

{
"verified": true,
"expiresIn'": 3600
¥




19. APl Céng Khai & Webhook

19.1 Liét Ké Cai bat Webhook

GET

Liét k& cac webhook duoc cdu hinh.

Phan hoi:

"id": "webhook-001",

"url": "https://your—-app.com/webhooks/zalocrm",
"events": ["contact.created", "message.received"],
"active": true,

"createdAt": "2026-05-01T10:00:00Z"

19.2 Tao Webhook

POST
Tao webhook mai.

Than Yéu Cau:

{
"url": "https://your—app.com/webhooks/contacts",
"events": ["contact.created", "contact.updated"],
"secret": "your-webhook-secret"

by
Phan héi: 201

{
"id": "webhook-002",
"url": "https://your—app.com/webhooks/contacts",



"active": true,
"createdAt": "2026-06-05T17:35:00Z7"
}

20. Hé Théng

20.1 Kiém Tra Sirc Khoe

GET
Kiém tra strc khoe hé théng.

Phan hoi:

{

"status": "ok",

"db'": "connected",

"timestamp": "2026-06-05T17:35:00Z"
}

20.2 Trang Thai API

GET
Lay phién ban API va trang thai.
Phan hoi:

"version": "1.0.0",

"name": "Zalo CRM",
"status": "operational"




Su Kién WebSocket
Két Noi

const socket = io('http://localhost:3000');

socket.on('connect', () => {
console.log('Da két noi véi mdy cha');

});

Pang Ky Phong

socket.emit('subscribe', { room: 'account:acc-001' });

socket.on('account:qr', (data) => {
console.log('Ma QR:', data.qr);

displayQRCode(data.qr);

});

socket.on('account:login', (data) => {
console.log('Tai khoan da dang nhap:', data);
});

Su Kién Tin Nhan

socket.on('message:received', (data) => {
console.log('Tin nhan méi:', data);

});

socket.on('chat:typing', (data) => {
console.log(data.senderName + ' dang nhap...');

});




On

Ma L

M3 Y Nghia

200 OK

201 DbaTao

202 Da Chap Nhan

204  Khoéng Co Nb6i Dung

400 Yéu Cau Khong Hop Lé

401 Chua Xac Thuc

403 Cam Truy Céap

404 Khoéng Tim Thay

409 Xung bot

422  Khong Thé Xr Ly Thuc Thé

429 Quéa Nhiéu Yéu Cau

500 L&i May Chu Noi Bo

502 Gateway TOi

503 Dich Vu Khéng Kha Dung

Lién Két Hiru ich

e Kho GitHub: https://github.com/locphamnguyen/zalo-crm
e Theo D&i Van Dé: https://github.com/locphamnguyen/zalo-crm/issues

e Thao Luan: https://github.com/locphamnguyen/zalo-crm/discussions

Duoc tao vao ngay 2026-06-05 | Phién ban 1.0.0
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